
The lack of cybersecurity is a threat to individuals, small businesses, and large corporations. There
are steps you can take to protect yourself, your family, and your business. 

Our in-house team of Information Technology (IT) experts has over 70+ years of combined IT
experience and provides all of our locations with the highest levels of cybersecurity. The team has
multiple employees that hold prestigious industry-standard certifications including Certified
Information Security Professional (CISSP), Certified Information Security Auditor (CISA), and Certified
Information Security Manager (CISM). 

Cybersecurity
Awareness

Brought to you by 



Email
Social Media 
Online Shopping
Financial Services accounts
Gaming services
Steaming entertainment accounts

By implementing a second layer of identification,
like a confirmation text message or email, a
code from an authentication app, a fingerprint or
Face ID, or best yet, a FIDO key, you're giving your
bank, email provider, or any other site you're
logging into the confidence that it is you. 

MFA can make you 99% less likely to get hacked. 
Enable MFA on your:

Steps You Can Take to Protect
Yourself & Your Family

Secure your Mobile Device

Utilize all of your smartphone's security
measures, especially if you use mobile banking
apps. Make sure you can lock your phone with
a pin, facial recognition, pattern, or fingerprint. 

Don't Open Suspicious Emails

More than 90% of successful cyber attacks start
with a phishing email. This is when a link or
webpage looks legitimate, but it's a trick designed by
bad actors to have you reveal your passwords,
social security number, credit card number, or other
sensitive information. Once they have that
information, they can use it on legitimate sites. They
may try to get you to run malicious software, also
known as malware. If it's a link you don't recognize,
trust your instincts, and think before you click. 

Update your Software Automatically

Hackers exploit flaws in systems. Update the
operating system on your mobile phones, tablets,
and laptops. Update your applications, especially
the web browsers on all devices. Utilize automatic
updates when available. 

Enable Multi-Factor Authentication (MFA)

Remember that your bank or another
financial service will never randomly call,
email, or text you asking for sensitive
information. Call the business' main phone
number as verification instead. 



It's best practice NOT to save your credentials
when you sign into a website. If your device is
compromised, this gives hackers unrestricted
access to all of your accounts. If you want to
save your credentials, use a secure software
such as LastPass or Bitwarden.  

More Steps You Can Take to
Protect Yourself & Your Family

Use the Mobile Banking App

If you are extra cautious, you can download
your bank's mobile app, using that instead of
accessing it from your desktop. Unfortunately,
computers get hit with the most malicious
attacks. While every single device has the
potential to get hacked, it's just not as
common for mobile devices. Accessing your
cellular network and logging into your bank
account will typically give you the most
protection. 

Don't Open Suspicious Emails

More than 90% of successful cyber attacks start
with a phishing email. This is when a link or
webpage looks legitimate, but it's a trick designed
by bad actors to have you reveal your passwords,
social security number, credit card number, or other
sensitive information. Once they have that
information, they can use it on legitimate sites. They
may try to get you to run malicious software, also
known as malware. If it's a link you don't recognize,
trust your instincts, and think before you click. 

Avoid Using Public Internet

It may be inconvenient, but it will help protect your
accounts against hackers. Hackers hardly ever
manually guess passwords. They trick you into giving it
to them via phishing emails, data breaches, or state-
of-the-art computers that run thousands of known
password variations per second to try to break into
accounts. 

Avoid Using Browser Autofill

It's better to connect to your phone's hotspot
than use public WIFI. If you must connect to
public WIFI, utilize a trusted VPN software. Create Different Strong/Unique

Passwords for Every Account 

Set Up Banking Text Alerts 

Set up bank text alerts for your account so that
anytime a large sum of money is drawn from your
account, you'll be alerted. Text notifications allow you to
act quickly on any suspicious activity in your bank
account. If you receive a text that your balance has
dropped unexpectedly and you haven't made any
transactions, you can contact the bank immediately.



Change your passwords and assure they are strong and unique for every account.

If you were compromised via your computer, it's best practice to take your computer to an IT
professional. They can assess any issues and take the required actions to clean your
computer of harmful malware.

If your email was compromised, change your password and review your account to assure
there's no forwarding rules going to a hacker. 

If your identity was stolen, it's best practice to change your passwords wherever possible and
inform your financial institutions. Review your financial transaction and credit reports for any
fraudulent activity. It is also best practice to freeze your credit, if possible, to protect further
fraudulent accounts from being opened in your name. 

If You Believe You've Been
Compromised
Contact your local bank branch and staff can assist you
with protecting your accounts.

For non-banking related issues, industry best practices include:

Contact Us
 15765 East Arapahoe Road,
Centennial, Colorado 80016

(720) 880-5000

www.redstonebankco.com


